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2 Introduction

2.1 Scope and Purpose

The aim is to document the requirements for efficient network and telephony capability for ALCS and to provide selection criteria for providers to ensure good quality of services to run ALCS operations . 

In scope: create a status report, implementation review of existing quotations, check accuracy, and help address quotation challenges, propose recommendation for 
Out of scope: select providers, make the physical implementation

Challenges / Risks: no identified budget for implementation 

Current identified Actions/activities to perform

1. Review status file of current information technology and hardware  

2. Go thru the headquarters offices to compare against current status file

3. Validate requirements linked to existing quotations ( electricity, telephony, network including WIFI)

1. Interviews
2. Creation of short documentation

4. Review quotations from providers, check with other IBMers and provide insights

1. Sustainability of providers

2. Accuracy of quotations versus requirements

3. Compare quotations to help to lower costs
4. Proposes improvements, if any ( duration, impact depending on dates, etc…) 

5. Document recommendations for provider implementation
1. Physical implementation

2. Test phase and « switching » phase (week-end) 

3. Education of new telephony product

4. Service & Maintenance contract ( Terms & Conditions) 

6. Intranet requirements based on projects 

Deliverables
· Requirements and Implementation recommendations document ( this document)
· Comparison file of Quotations ( excel file) 
3 Current situation

Infrastructure installation took place a long time ago and maintenance has not been done in more than 6 years. The provider doesn’t exist as a business anymore and  ALCS doesn’t have access to the configuration tool especially for telephony definitions.  

The network source, servers, wifi are located in the secretary’s office on the right when entering the heaquarters building. The electricity source is located on the left when entering the offices. 

The telephony, networks servers and products are just on a table without any security configuration and very close to the 2 employees working in this office. 

[image: image2.jpg]



Some cables are ‘free’ and tangled around chairs.
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Disruption of telephony exists. There is no way to add a new phone to the existing infrastructure and to configure it. 
WIFI is not working properly on premises, as only one router location exists at the network arrival source. 
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ALCS Offices map
4 Requirements 

4.1 Telephony

· Up to 30 connected phones ( 1 Secretary/operator, 8 ‘full function’ phones , 21 standard phones )

· 2 fax machines
· Easy management/customization

Current Telephony provider: Maroc Telecom

· Data Network 

· Analogic lines: 3 for direction + 1 for operator +  2 Fax

· IP phony: No

4.2 Network
· Renewal of infrastructure to have a clean, reliable and working network

·  WIFI working throughout HQ

·  ~30 people, with 20 PCs on RJ45 plugs

·  Laptops /Smartphones  with wireless capabilities

4.3 Electricity

· Electricity failure  (UPS): 15 minutes for only PCs
· Needs for 2 separated electrical networks: 1 for PCs 1 for other with marked plugs

· Minimize mobile plugin in office

·  2 plugs per PC ( 1 for Central, & for screen)

·  1 plugs per printer

·  2 plugs per person/desk 

4.4 Plugs 

	
	 
	 
	Electricité
	 
	 
	

	
	RJ45
	 
	Securise PC
	Normal
	 
	Pers

	as of May 20th, 2014
	PC
	Printer
	2 par PC
	Printer
	Usage
	25

	
	 
	 
	
	 
	
	 

	Secrétariat
	3
	1
	6
	1
	6
	3

	Direction
	3
	1
	6
	1
	6
	1

	Présidence
	3
	1
	6
	1
	6
	1

	Grand Bureau Projets 1
	6
	2
	12
	2
	12
	6

	Comptabilite WW
	3
	1
	6
	1
	6
	3

	Communication
	3
	1
	6
	1
	6
	3

	Comptabilité
	4
	2
	8
	2
	8
	4

	DAF
	2
	1
	4
	1
	4
	2

	Projects 2
	2
	1
	4
	1
	4
	2

	Salle Réunion
	8
	 
	0
	0
	16
	 

	Couloir entrée
	 
	 
	0
	0
	0
	 

	Couloir Principal
	 
	 
	0
	0
	0
	 

	Relais Wifi
	2
	 
	4
	0
	4
	 

	Salle Server + Electricity
	 
	 
	0
	0
	0
	 

	 
	 
	 
	 
	 
	 
	

	 
	 
	 
	 
	 
	 
	

	Total
	39
	11
	62
	11
	78
	

	 
	50
	 
	89
	

	 
	 
	 
	151
	


4.5 Other

During our discussions, other requirements were defined:
· The need to archive and retrieve mail when somebody leaves the association (for audit purposes).

· Currently, GMAIL is used by ALCS members with gmail.com extension (request for ALCS.MA extension) 

· The need to control licenses (especially about Microsoft Suite applications)

· Automatic update of Anti-virus

· Currently Kaperski is in use by ALCS

· Regular check of PC operating systems and PC upgrades or changes
· Back-up of business data for laptops and PCs 

5 Potential solutions

5.1 Physical implementation
It is recommended to create a dedicated space for telephony, network and server implementation. 

There are two potential spaces on premises, both need specific work to secure the area, to evacuate hot air and  to identify specific electricity power supply. 

· Current free storage space at the end of the corridor between DAF and conference room.  

· Pros: available office space, right size
· Cons: electricity link from main entry (costly, safety) 

· Dedicated space in secretary office 

· Pros: close to electricity arrival source
· Cons: delete one secretary desk

Recommendation is space 2. 

Use of a standard IT rack ( 24 or 33 U) is recommended to implement the routers, IPBX, switches, UTM, UPS and potential internal servers.  See the following chapters
5.2 Telephony
Due to the size of the association (less than 50 people in headquarters), the recommendation is identify available and integrated solutions provided by telecom providers in Morocco



Maroc Telecom enterprise


Meditel enterprise
These 2 telecom providers are well equipped to provide the right solutions for ALCS. An option for facility management can also be discussed, for the basic operations of configurations and maintenance. 
Phone power should be provided by the network.
5.3 Network

Request proposal and quote with the following requirements by suppliers 
A visit by the supplier is necessary

The proposal should include
· renewal of cables + new plugs

· Router and switches ( 2 X 48  for redundancy) 

· Unified threat management (UTM)
· Installation, maintenance and/or facility management services

UTM: Unified threat management, UTM is the evolution of a traditional firewall into an all-inclusive security product with the ability to perform multiple security functions within one single appliance: network firewalling, network intrusion prevention, gateway antivirus (AV), gateway anti-spam, VPN, content filtering, load balancing, data leak prevention and on-appliance reporting. The advantages of unified security lie in the fact that rather than administering multiple systems that individually handle antivirus, content filtering, intrusion prevention and spam filtering functions, organizations now have the flexibility to deploy a single UTM appliance that takes over all their functionality into a single rack mountable network appliance.

5.4 Power (electricity) network

Request proposal and quote following requirements by suppliers 

A visit of the supplier is necessary 

Proposal should include

· Renewal of the cables + new plugs

· 2 quotes: with/without separated network for PC secured by uninterruptible power supply (UPS)
· Installation, maintenance ( UPS including annual test)

UPS: An uninterruptible power supply, also uninterruptible power source, UPS or battery/flywheel backup, is an electrical apparatus that provides emergency power to a load when the input power source, typically main power, fails.
5.5 Installation & Maintenance
Installation protocol should be described in the proposal. 

This protocol must minimize the disruption at ALCS and include test phases to ensure a secured transition and start.
Education on the new devices should be included.
ALCS plans to outsource complexity and maintenance. A clear services proposal should be made including 

· Regular visits for hardware and operating system maintenance, configuration changes (new devices, new users, etc …)

· On demand visits or activities for any problems with a defined severity codification (the level of severity should be pre-defined and agreed to between ALCS and the provider) 

· immediate service response when full disruption of service exists ( telephony, network)

· x days in case of lower severity

Plans of installation to be delivered.
5.6 Facility Management

Facility Management is another option for investment and services; 
Instead of making equipment investments and having a maintenance contract, Facility Management may be an option to pursue at ALCS. Facility Management provides the ability to subscribe to global management services including technology investments and maintenance services. Payment is done through a monthly fee which includes rental of the equipment and the maintenance services with regular upgrades. 
Pros: no investment in equipment, fee for service (no long term contract requirement), services contract is usually adaptable to the requirements, quick and easy to implement

Cons: monthly fee, capacity to overpay for services that are not needed or consumed, contract to be established and monitored (termination conditions should be clearly documented), identifying trusted and long-term partner.
5.7 Other

During our design exploration phase, we discovered that Microsoft has a specific offer for non-profit organizations based on Office 365 (web based office).
This offer may be a good solution for Mail, Collaboration, Licenses and operating system maintenance. Free or low fee per user solutions both exist under these conditions. 

This solution can also be a good transition for the Operational Data Collection project as it offers a collaboration environment with data sharing and file editing with controls. 

We propose that ALCS get an intern to evaluate this solution.

This internship should cover 

· current usage and requirements from ALCS about mail and file sharing 

· subscription to the offer and evaluation of the offer 

· recommendation on “how to use” and education of ALCS members on specific new tool

Other providers exist and may have the same type of solutions, like Google. Limitations may exist especially with MS Office documents and this should be considered. 
6 Comparison of current quotations

ALCS asked for 3 quotations for Telephony, Electricity and Network renewal.  These quotations have not been made into a finalized written requirements document but based only on supplier visits/assessments.  One quotation was only about telephony and the 2 others are summarized below. 
Main issues, discrepancies or missing items are about 

· costs of Telephony server 

· installation costs

· costs for cable protection ( plinthe)

· discrepancy on network cable length

· discrepancy between Network and Electricity cable length

· Ports number in switches ( 48 and redundancy needed)
Details are shown below and available in an Excel spreadsheet. 

[image: image5.emf]F1 F2 F1 F2

Qty Qty

PU HT PU HT PT PT

Cablage informatique

Armoire de brassage 1 33 unites 1 32 unités 600*600 6500 3313 6500 3313 Fournisseur 1: 2x prix F2

Panneau Passe cable/Guide cable balai 4 3 200 69 800 207

Bandeau électrique 8 prises 2p+T 1 19 pouces 500 500 0

Réglette électrique  19 1U 6 prises avec Disj 1 295 0 295

Etagere 1 250 250 0

Panneau de brassage 4 24 ports 2 48 ports 800 1356 3200 2712

Panneau de brassage (ressource tel) 2 650 1300 0

Prise RJ45 Categ 6 58 63 55 37 3190 2331 Qté un peuu differente

Cordon de brassage 1M Categ 6 58 63 45 19 2610 1197

Cordon de liaison 3M Categ 6 30 33 55 35 1650 1155

Cable 4 paires UTP Categ 6 2610 2440 5,8 5 15138 12200 Qté un peu differente

Plinthe 105*50 avec accessoires  120 Legrand 140 130 438 15600 61320 Fournisseur 2: 4 fois le prix

Switch  1 HP 24 ports 10/100 base TX  1 HP 2530-48  - 48 ports 8000 7895 8000 7895 Nombre de port ? 

0 0

Installation / Mise en service 1 12500 0 12500 Fournisseur 1: Pas de mise en service 

58738 105125

Téléphonie

LG Nortel 6 lignes / 24 postes 1 10500 10500 0 F2: offre double

Poste operateur 1 1 1500 1221 1500 1221

poste numerique 8 touches 4 5 1250 951 5000 4755

poste cadre avec afficheurs 15 25 350 290 5250 7250

Installation/tests/configuration 1 8000 8000 0 F2: pas de mise en service

LG Ericsson IPECS-MG100  1 25296 0 25296

8 lignes reseaux RTC 

6 lignes poste numeriques

30 postes analogiques

conférence 3,4 à 6

tel IP support

Batterie  2 2h -etanche 770 0 1540 F1 : pas de batterie

30250 40062

88988 145187

Sous-total Network + Telephonie

Cablage électrique

Tableau/Coffret électrique 1 1 48 modules 2500 1700 2500 1700

Disjoncteur  tétrapolaire 1 4*63A 1 900 997 900 997

interrupteur differentiel  2 4*25A 30mA 1 650 992 1300 992

Disjoncteur Bipolaire 12 2*16A 12 C16 4500A 1 MOD 55 61 660 732

Répartiteur Tetrapolaire 1 125A, 6mod 107 0 107

Disjoncteur 0 0

cable électrique 3*2,5 450 480 9 11 4050 5280 différent du métrage Network ? 

cable électrique R12V 5*10 30 20 60 41 1800 820

cable  électrique 5x6 0 0

Prise électrique 2P+T 70 63 45 44 3150 2772

0 0

Tube annele 40 iso 29 100 11 0 1100

Travaux et mise en service 1 1 3000 6000 3000 6000

17360 20500

Sous-total electrique

106348 165687

Total Général HT

11000 18500 Poste Mise en service

Fournisseur 1 F1 Fournisseur 2 F2


7 Recommendations Summary

IT Area: new secure area, rack for hardware  (by IT provider)
Telephony: review available and integrated solutions by Telecom providers in Morocco
Electricity: Installation renewal with 2 options (by IT provider):  

· Power secured network for PC/Screens on UPS + standard network 
· Standard network

Network: Installation renewal (by IT provider) 
Security/backup: features of Office 365, UTM in rack, local backup disks and tool in rack  (by IT provider and Office 365 for non-profit organizations, Google for non-profit organization)
Licenses: evaluation of Office 365 for non-profit organizations (by IT Analyst Intern)
Facility Management: consider a service contract pilot period (taking into account benefits of operational costs versus capital expenditures)
IT Internship: propose internship to identified universities and OFFPT, with defined projects like Office 365 evaluation, collaboration tool evaluation and selection, best practices for collaboration study and implementation, education, development with MS Access etc.
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